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More Risk
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MQTT

ESP WiFi

Display 
Service

MQTT via TLS

Display State
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ESP – Networking, 
46.78%

ESP – PHY / blobs, 
13.11%

ESP – Runtime, 
8.77%

ESP – Drivers, 
9.81%

External libs, 
9.74%

Toolchain, 
3.61%

Arduino 
framework, 

5.92%

First-party code, 
2.28%
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You still need to manually add dependencies you pull in yourself.

https://docs.zephyrproject.org/latest/develop/west/zephyr-cmds.html#software-bill-of-materials-west-spdx
https://github.com/CycloneDX/cyclonedx-buildroot
https://docs.yoctoproject.org/dev/dev-manual/sbom.html
https://github.com/espressif/esp-idf-sbom
https://docs.nordicsemi.com/bundle/ncs-2.9.1/page/nrf/scripts/west_commands/sbom/README.html
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Core 
drivers

3rd party 
driver

Core FW

Dependency registration

Export
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http://github.com/ossf/cve-bin-tool
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https://github.com/espressif/esp-idf/security/advisories
https://docs.nordicsemi.com/bundle/struct_sa/page/struct/sa.html
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https://www.google.com/url?sa=E&q=https%3A%2F%2Fcertcc.github.io%2FCERT-Guide-to-CVD%2Ftopics%2Fspecial%2Fiot_cvd%2F
https://www.google.com/url?sa=E&q=https%3A%2F%2Fcertcc.github.io%2FCERT-Guide-to-CVD%2Ftopics%2Fspecial%2Fiot_cvd%2F
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